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FL MGUARD CENTERPORT             
Information about BIOS updates

Application note 

1 Important note
Do not update the BIOS or IPMI firmware on the FL 
MGUARD CENTERPORT device!
When updating the BIOS or IPMI firmware on an mGuard 
Centerport device, device operation or error-free device op-
eration with the mGuard firmware might no longer be possi-
ble.

BIOS update
Usually, the BIOS is updated to close a security vulnerabil-
ity, such as Meltdown or Spectre. 
However, one can only take advantage of this security vul-
nerability if external, untrustworthy code is executed to-
gether with trustworthy code. 
This is technically impossible on devices of the mGuard 
product family.
The FL MGUARD CENTERPORT is an embedded device 
that does not use multiuser or virtualization technology. 
Therefore, the device is not affected by this type of security 
vulnerability. A BIOS update is not required.

IPMI firmware update
By default, access to the IPMI interface is deactivated on the 
FL MGUARD CENTERPORT device. 
As a result, there are not attack vectors to exploit via the 
IPMI interface. An IPMI firmware update is not required.

Mainboard manufacturer‘s information
For additional information, please refer to the website of the 
mainboard manufacturer Supermicro: https://www.supermi-
cro.com
Supermicro also issued a warning against updating the 
BIOS or the IPMI firmware unless there are specific reasons 
(see below).

Make sure you always use the latest documentation. It can be downloaded at phoenixcontact.net/product/2702547.
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Mainboard manufacturer‘s information
(See also https://www.supermicro.com)
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